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WHAT IS A MODEL?
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WHAT IS A MODEL?

As defined by SR11-7: Guidance on Model Risk Management:
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MODEL TEST
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outputs of a 
different type

• Apply 
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economic, 
financial, 
behavioral or 
mathematical 
theories or 
techniques
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exercised at 
various stages 
of model 
development, 
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on, use and 
validation

U
s

e
 T

e
s

t • Supports 
decision 
making and to 
provide 
predictive 
information 
in a number 
of business 
areas
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WHAT IS A TOOL?
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WHAT IS A TOOL?
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SYSTEMS AS MODELS
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SYSTEMS AS MODELS

Machine Learning

Mathematical

Statistical 

Simulation 
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SYSTEMS AS MODELS
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WHAT IS MODEL RISK?

© 2023 Wolf & Company, P.C.  Member Of ALLINIAL GLOBAL, An Association Of Legally Independent Firms



The potential for adverse consequences 

from decisions based on incorrect or 

misused model outputs and reports.

Can lead to:

– Financial Loss

– Poor business and strategic decision making

– Damage to an Institution’s Reputation 
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WHAT IS MODEL RISK?
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REGULATORY GUIDANCE
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REGULATIONS RELATING TO MODEL RISK MANAGEMENT

May 2000: 
OCC 2000-16 

Risk Modeling: 
Model 

Validation

April 2011: 
FED SR 11-

7/OCC Bulletin 
2011-12 

“Supervisory 
Guidance on 
Model Risk 

Management”

November 
2013: FHFA 
Releases AB 

2013-07 
Model Risk 

Management 
Guidance 

January 2016: 
ECB 

establishes 
Targeted 
Review of 
Internal 

Models (TRIM)

June 2017:
FDIC adoption 

of SR11-7

December 
2017: UK PRA 
“Model Risk 

Management 
Principles for 

Stress Testing”

August 2021: 
OCC issues 

Comptroller’s 
Handbook on 

Model risk 
Management

December 
2022: FHFA 

Issues 
Supplemental 
Guidance to 
Model Risk 

Management 
Guidance
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COMPONENTS OF 
EFFECTIVE MODEL RISK 

MANAGEMENT
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COMPONENTS OF EFFECTIVE MODEL RISK MANAGEMNET

Model Risk 
Management 

Program

Model 
Inventory

Risk 
Assessment

Ongoing 
Monitoring

Validation
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WHAT IS A MODEL 
VALIDATION?
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WHAT IS A MODEL VALIDATION?
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WHAT IS A MODEL VALIDATION?
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SAMPLE VALIDATION 
PROCESS
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SAMPLE VALIDATION PROCESS

Outcome 
Analysis

Testing
Identify 
System 
Inputs

Define 
Validation 
Objectives
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THREAT EMULATION TO 
VALIDATE MODELS
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SEAN D. GOODWIN, 

CCSP, CISA, CISSP, GCIA, 

GCIH, GCWN, GSEC, PCIP, 

QSA

CONTACT

Manager, Assurance 

Services

sdgoodwin@wolfandco.com

(617) 428-5408

© 2023 Wolf & Company, P.C.  Member Of ALLINIAL GLOBAL, An Association Of Legally Independent Firms 22

THREAT EMULATION

Gather Cyber Threat Intell igence

– Verizon DBIR,  US-CERT alerts ,  etc .

Identify Procedures to Emulate

Identify Metrics

– Data Sources,  Detections,  Response times

Execution

– May start with Tabletop Exerc ise (TTX)

Lessons Learned

– Crit ical  to feed into the next cyc le  of  testing

https://www.wolfandco.com/resources/leadership/sean-d-goodwin/
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MITRE ATT&CK®

Tracks threat actors through 

observable data

Tactics, Techniques, and Procedures 

(TTPs)

Post compromise focus
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MITRE ATT&CK® MATRICES

MATRIX ENTERPRISE MOBILE INDUSTRIAL CONTROL SYSTEMS (ISC)

Platforms:

Windows

macOS

Linux

PRE

Azure AD

Office 365

Google Workspace

SaaS

IaaS

Network

Containers

Android

iOS
ICS networks

Tactics: 14 14 12

Techniques: 379 92 78
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HOW MITRE ATT&CK® CAN BE USED

Outputs

Threat model(s) of adversary tactics and 

techniques

Mitigation and detection capabilities 

in place

Testing plan to validate controls

Remediation plans

Board & Executive roadmap

Threat 
Intel

Build 
Adversary 

Threat 
Model

Identify 
Security 
Controls

Validate 
Security 
Controls

Identify 
Gaps

Build 
Remediation 

Plans
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USE ATT&CK FOR CYBER THREAT INTELLIGENCE



USE ATT&CK TO BUILD YOUR DEFENSIVE PLATFORM
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KEEP YOUR THREAT MODELS UP TO DATE
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OVERLAY 
ADVERSARY 
TECHNIQUES

TESTING COVERAGE 
TO CONFIRM 
CONTROLS

UPDATE CONTROL 
COVERAGE 

REMEDIATE, 
TRACK GAPS

• Leverage threat 

intel to develop 

threat models

• Additional 

adversaries

• New techniques 

observed by 

existing 

adversaries

• Overlay controls

• Vulnerability 

Scanning

• Penetration testing

• Leverage free tools 

such as Atomic Red 

Team, Invoke-

Atomic, & CALDERA

• Purple team / blue 

team exercises 

(tools such as Vectr

and MITRE D3FEND)

• Update controls 

documentation 

(Vectr & D3FEND)

• Integrate 

documentation 

into processes

• Track and manage 

issues issues

• Report to 

oversight 

committee / 

board



CYBERSECURITY TESTING & RESPONSE MATURITY
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PENETRATION 
TESTING

VULNERABILITY 
MANAGEMENT

PURPLE 
TEAM 

RED TEAM

BLUE TEAM



BREAKING THE CHAIN
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TTPs

Tools

Network/Host 
Artifacts

Domain Names

IP Addresses

Hash Values

Source: https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

TOUGH

CHALLENGING

ANNOYING

SIMPLE

EASY

TRIVIAL
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THREAT EMULATION MAKE A PLAN

Plan for the long-term success

Iteration is key – get processes in place before looking to 

smash a home run

PTES outlines procedural support for this program

– Start with a TTX to introduce terms and approach

https://github.com/scythe-io/purple-team-exercise-framework

https://github.com/scythe-io/purple-team-exercise-framework
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THREAT EMULATION – REMEDIATION
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REMEDIATION – PASSWORD SPRAY



Review available mitigations with efficiency in mind

ATT&CK Navigator layers available for visual aids

34

REMEDIATION – PASSWORD SPRAY
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EXAMPLE SIEM 
VALIDATION
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DEFINING OBJECTIVES

What is the SIEM used for?

– What is it NOT used for?

What date types & sources feed into the SIEM?

What are the threats we’re concerned about?

– Carabank APT example
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GATHER AND PREPARE DATA

Policies and Procedures

– Logging or Monitoring 

– Incident Response

– SIEM related checklists/runbooks

Configurations

– Log Sources

– Alerts

– Default Rules

– Custom Rules

Adversary TTPs

– Identify overlap with expected 

controls

– Document expected outcomes

Test Infrastructure Creation

– Tools

– Network Connections

– Execution method(s)
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TEST THE SIEM SYSTEM

Carabank TTPs

– CTID Emulation Plan template

• Local Discovery (T1033, T1082, T1057)

• Screen Capture (T1113)

• Stage 2nd stage RAT (T1112)

• Execute 2nd stage RAT (T1012, T1055)

• Local and Domain Discovery (T1083, T1018, T1069)
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EVALUATE RESULTS

Observability

– Did we capture a log?

Detection

– Did we generate an alert?

Mitigation 

– Did we prevent or stop the action?
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REFINE THE SIEM

Observability

– Did we capture a log?

• Add logging source

• Refine audit policies

Detection

– Did we generate an alert?

• Create new alert

• Refine alert thresholds

Mitigation 

– Did we prevent or stop the action?

• Can we prevent within acceptable 
F/P rates
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REPEAT THE PROCESS

Continue to refine the process based on your 

evolving threat model

Use the process to “test” changes to controls

Document results over time
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DEMONSTRATION
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DEMONSTRATION
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DEMONSTRATION
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DEMONSTRATION
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DEMONSTRATION
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DEMONSTRATION



© 2023 Wolf & Company, P.C.  Member Of ALLINIAL GLOBAL, An Association Of Legally Independent Firms 48

DEMONSTRATION
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DEMONSTRATION
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QUESTIONS?

LET’S CONNECT!

SEAN D. 

GOODWIN, GSE

Senior Manager,  DenSecure

SDGoodwin@wolfandco.com

617.261.8139

LET’S CONNECT!

RITA L. GRIFFITH

CISA, CFE

Senior Manager,  IT Assurance

RGriff ith@wolfandco.com 

617.261.8185

mailto:sdgoodwin@wolfandco.com
mailto:Rgriffith@wolfandco.com


1911 WOLF & CO. 
ESTABLISHED

300+ PROFESSIONALS 

SERVICES OFFERED IN:

Audit

Tax

Risk Management

3 OFFICES IN:

Boston, MA

Springfield, MA

Princeton, NJ
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ABOUT WOLF & COMPANY, P.C.



111

Established in 1911

Built on quality and integrity

Succession strategy to remain 

independent allows us to be with 

you throughout your business 

l ifecycle

YEARS IN 
BUSINESS

#2 BEST LARGE FIRM 
TO WORK FOR

300+ 

Lower-than-industry-average 

staff turnover means a consistent 

team structure year after year

Niche team dedicated to your 

industry

EXPERIENCED, 
HIGHLY TRAINED 
PROFESSIONALS

Cultures & 

Values

Inclusion & 

Diversity

Our History

Social 

Responsibil ity

Thought 

Leadership

Wolf Global

RESOURCES TO 
LEARN MORE
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ABOUT WOLF & COMPANY, P.C.

https://www.wolfandco.com/about/
https://www.wolfandco.com/about/inclusion-diversity/
https://www.wolfandco.com/about/history/
https://www.wolfandco.com/about/social-responsibility/
https://www.wolfandco.com/resources/?type=insights
https://www.wolfandco.com/about/wolf-global/


SERVICES WE OFFER

53

• Business 

Continuity 

Planning

• Cybersecurity

• Data Analyt ics & 

Management

• Digital 

Transformation

• Enterprise Risk 

Management

• Environment,  

Social & 

Governance

• Internal Audit

• IT Audit

• Model Risk 

Management

• Outsourced 

Accounting 

Solutions

• Regulatory 

Compliance

• Strategic 

Planning

ADVISORY ASSURANCE

• Employee Benefit 

Plan Audits

• Financial  

Statements Audits

• HITRUST

• PCI DSS

• SOC Reporting

vSUITE

Virtual  risk management 

consult ing services

− V irt ual  Chie f  Informat io n 

Se curi t y  Off ice r  ( v C ISO )

− V irt ual  Chie f  Pr iv acy  

Off ice r ( v CPO )

− V irt ual  Chie f  Risk  Off ice r  

( v CRO )

− V irt ual  V e ndor 

Manage me nt

TAX

• Business Tax

• Federal

• International

• State & Local

• Private Client 

Group

WOLFPAC

Integrated risk 

management SaaS 

suite

DENSECURE

Advanced cyber 

threat experts

We combine industry expertise with service specialization to provide your organization with insight, opportunities, and 

solutions allowing you to address your unique business needs.
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Wolf is  p leased to have received recognit ion from a var iety  of sources for  our  efforts at prov id ing responsive 

c l ient serv ice and development of our  professionals .  Examples of this  recognit ion inc lude:

Area’s Best Places to Work

Area’s Most Admired 

Companies

Area’s Fastest Growing 

Private Companies 

Area’s Largest I.T. 

Consulting Firms

TOP 100      
Accounting Firms

America’s Best 
Tax and Accounting 
Firms of 2023, 2021#2 BEST LARGE FIRM to 

Work For Nationwide

TOP FIRMS:           
New England

TOP 100 
Accounting Firms
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WOLF ACCOLADES 



Wolf & Company’s IT Assurance & Advisory team of 

cybersecurity experts, DenSecure™ ,  brings together extensive 

technical knowledge and industry experience with 

internationally -recognized frameworks to develop strong 

cybersecurity programs.
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Advanced Security 

Assessment

Application Penetration 

Testing

Network Penetration 

Testing

Social Engineering

Threat Emulation 

DenSecure’s core services include:

ABOUT DENSECURE
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