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YOUR MISSION

 Managing Risk
« Complying with Regulations
* Protecting the Data




UNDERSTANDING RISK

R=TXVXA

(R)isk = (T)hreats x (V)ulnerabilities x (A)ssets




COMPLYING WITH REGULATIONS

¢« SOX, 51 GN, GLBA, FD

Where is the data stored? On your network?
In your Data Center? On a laptop?

See: http://www.privacyrights.org

your goal: stay off this list!

SemGroup LP
(Tulsa, OK) Online banking
bandits pulled thousands of

Wachovia, | dollars from the accounts of
| Bank qf Ame;rlca, _ current and former
Bank of America PNC Financial Services employees after personal
(Charlotte, NC) Group and information was inadvertently
Lost backup tape Commerce Bancorp left on a bankruptcy court

Dishonest insiders document made pubilic.


http://www.privacyrights.org/

DATA PROTECTION

Most regulations have three things in
common:

1. Nonrepudiation of transactions and
data management

2. Confidentiality of transactions and data
management

3. Integrity of the data



THE PROBLEM

1. There is a High Cost to Compliance
2. Downtime Happens Too Often

3. Noncompliance is VERY Expensive



ROOT CAUSE OF DOWNTIME

1.
2.
3.
4.

CVE®s and their Exploitation
Infected Trusted Devices

Rogue Mobile and Wireless Devices

Malicious Insiders



CAUSES OF NON-COMPLIANCE

Transactional Data Discrepancy
Breaches in Confidentiality
Data Mangling

Data Theft
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Data Destruction



THE SOLUTION:

IMPLEMENT MY BEST PRACTICES FOR 2009
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BEST PRACTICES FOR 2009

1. ROLL OUT CORPORATE SECURITY POLICIES

et

DELIVER CORPORATE SECURITY AWARENESS
AND TRAINING

RUN FREQUENT INFORMATION SECURITY SELF-ASSESSMENTS
PERFORM REGULATORY COMPLIANCE SELF-ASSESSMENTS
DEPLOY CORPORATE WIDE ENCRYPTION

> U W

VALUE, PROTECT, TRACK AND MANAGE ALL
CORPORATE ASSETS

7. TEST BUSINESS CONTINUITY AND DISASTER
RECOVERY PLANNING (BCP/DRP)

8. CONTROL ACCESS TO YOUR NETWORK RESOURCES
9. ASSUME YOU ARE ALREADY INFECTED AND BEING HACKED



ROLL OUT CORPORATE

SECURITY POLICIES

My favorites are:

The powerful COBIT model at http://www.isaca.org

The e-tail/retail oriented PCl model from the PCl Security Standards
Council at https://www.pcisecuritystandards.org/

The extremely comprehensive international model called
1SO027001/17799 from http://www.iso.org/

Any of these models will be a great starting point.


http://www.isaca.org/
https://www.pcisecuritystandards.org/
http://www.iso.org/

DELIVER CORPORATE SECURITY

AWARENESS AND TRAINING

Training Sessions

1. Invite employees to a quarterly 'lunch and learn’' training
session.

2. Give them 'bite-sized' nuggets of best practice information.

3. Give an award once per year to the best INFOSEC compliant
employee who has shown an initiative to be proactive with your
security policies.

4. If you can keep them interested, they will take some of the
knowledge you are imparting into their daily routines. That's the
real goal.



DELIVER CORPORATE SECURITY

AWARENESS AND TRAINING (conts)

Campaigns

1. You should begin a campaign to educate all employees in your
organization to join your mission to protect corporate
information.

2. Create your own 'security broadcast channel' via email or really-
simple syndication (RSS) and get the message out to your
corporate work force.

3. You can also give them 'security smart' tips or alert them to a
new phishing scam or that the corporate had to let go of an
individual who was attempting to steal corporate information.

4. Keeping the entire team in the loop will help
bolster the corporate security posture.



DELIVER CORPORATE SECURITY

AWARENESS AND TRAINING (cont o)

Posters and other Awareness Tools

1. See if you can get some INFOSEC awareness posters from one of
the security awareness training companies.

2. There are other tools you can use like little post-cards with do's
and don'ts of best practices for the employees that they can pin-
up in their offices as reminders.

3. The bottom line: knowledge is power so start empowering your
fellow employees to gain a basic toehold in what they should
and shouldn't do to help you in your mission of more uptime
and less compliance headaches

éwhich all results in more productivity,
and job security for everyone.



RUN FREQUENT INFORMATION

SECURITY SELF-ASSESSMENTS

1. When did you last look at your firewall or IPS to make
sure it is patched and up to date with the latest
updates?

2. Have you checked to make sure there are no rogue
wireless routers or devices attached to your network?

3. How many laptops come and go from your enterprise on
a daily basis?

4. How many are running a firewall and have anti-virus
software up to date with a

full system scan?



RUN FREQUENT INFORMATION

SECURITY SELF-ASSESSMENTS (cont o)

1. MITRE is funded by the US Department of Homeland
Security to continue to develop the common
vulnerabilities and exposures (CVE) system.

2. It's 10 years old this year and accepted worldwide as
the defacto international standard for vulnerability
tracking on all computers and networking equipment.

3. How many machines on your network have one of the
top 20 CVEs? You can find the list at
http://www.sans.org/top20 and then find more details
at the National Vulnerability Database at
http://nvd.nist.gov hosted by NIST.



http://www.sans.org/top20
http://nvd.nist.gov/

RUN FREQUENT INFORMATION

SECURITY SELF-ASSESSMENTS (conts)

1. Speaking of NIST, they have best-practice guidelines for setting up
servers and systems called STIGs.

2. DISA now provides direct access to the public to their STIGs and
Checklists. Please go to the following link to access their guides:
http://iase.disa.mil/stigs/index.html

3. On the DISA web page, you may sign up for the "STIG-News Mailing
List:" to be notified when the latest STIGs are available.

4. Do asearch for a Windows Server STIG and see if you can find some
hardening tips that you never thought to apply to one of your
critical Windows servers.

5. Also, the NSA offers a best practice guide to setting up a Windows
Server. It is found at http://www.nsa.gov/snac/ along with many
other free and useful security
resources.



http://iase.disa.mil/stigs/index.html
http://www.nsa.gov/snac/

PERFORM REGULATORY COMPLIANCE

SELF-ASSESSMENTS

1. Review the Regulations that affect you. In the USA, these range from GLBA for
banks to HIPAA for health care and insurance providers to PCl for e-tail/retail to
CFR-21-FDA-11 for pharma to SOX-404 for public companies.

2. Some states have their own regulations. The California Security Breach
Information Act (SB-1386) requires the company to notify customers if personal
information maintained in computerized data files have been compromised by
unauthorized access.

3. If you are a Federal government agency, you need to comply with Executive
Order 13231, to ensure protection of information systems for critical
infrastructure.

4. Also, if you are a non-profit organization, you are not exempt from the reporting
requirements of regulations in your industry (banking, health care, etc.).

5. Please make sure to seek legal counsel if you are not sure of
which regulations you'll need to address.



PERFORM REGULATORY COMPLIANCE

SELF-ASSESSMENTS ......

1. The easiest thing you can do to prove you are in compliance is
to document your steps of protecting data.

2. You should be able to prove that you have in place all the best
policies and practices as well as the right tools and INFOSEC
countermeasures for maintaining confidentiality, availability
and integrity of corporate data.

3. By frequently self-assessing your compliance posture, you'll be
ready to prove you "didn't leave the keys to the corporate
assets in the open.”

4. If your network is ever hijacked and data is stolen, you'll have
done your very best to protect against
this event and it will be less of a catastrophe for
your organization.



DEPLOY CORPORATE-WIDE

ENCRYPTION

1. There's an old saying "loose lips sink ships." Don't let your
organization be one of those added to the
http://www.privacyrights.org/ list.

2. The best practice is to look at all aspects of electronic communication
and data manipulation throughout your enterprise. That should
include all instant messaging, file transfer, chat, e-mail, online
meetings and webinars plus all data creation, change, storage, deletion
and retrieval.

3. How are customer records stored? How are electronic versions of
other confidential information protected? Backing up the data is not
enough.

4. You should setup a VPN for those who have access to your network
from the outside. Make sure the systems that access your network
through the encrypted tunnel are also not the weakest links in your
infrastructure.


http://www.privacyrights.org/

DEPLOY CORPORATE-WIDE

ENCRYPTION (coni6)

. You can encrypt everything from your hard drives to your email

sessions to your file transfers.

. There are numerous free tools out there like

http://www.truecrypt.org for hard drives and
http://www.openssl.org for web, email and instant messaging,
plus the grand-daddy of free encryption at
http://www.openpgp.org PGP (Pretty Good Privacy), first
created by Phil Zimmermann in 1991.

. You'll need policies in place for key storage and password access

so if ever the keys and passwords are lost by the end-users,
you'll have a way back in to decrypt the information, reset the

Notice |

keys or change the passwords. encrypted
the page
number

. You might find out that some of the servers and services you (its 22)
are running already offer encryption
if you simply check the box and turn this feature



http://www.truecrypt.org/
http://www.openssl.org/
http://www.openpgp.org/

VALUE, PROTECT, TRACK AND

MANAGE ALL CORPORATE ASSETS

1. You should take a close look at the value of all of your IT assets. This
includes all the equipment from your new VoIP phone system to your
laptops, desktops, servers and all other networking equipment.

2. How valuable are they to you? If someone stole a corporate laptop, what
would it cost to replace? If the laptop contained all of the trade secrets of
your corporation, now how valuable is that laptop?

3. Do aninventory assessment on all corporate assets that come within your
domain. If engineers are storing code on your file server, how valuable is
that code? The file server might only cost $5,000 to replace but the code
might take 20 person years to re-engineer and be worth millions.

4. By placing a value on all corporate assets, you'll be able to determine how
to better protect these assets.

5. You can't protect what you don't know about. It's very
important to have a handle on all corporate assets.



TEST BUSINESS CONTINUITY AND

DISASTER RECOVERY PLANNING

1. Business Continuity in layman's terms means "keeping the lights on" while
Disaster Recovery means "what do we do when the lights go out"” and we
need them to stay on.

2. You should perform tests against your business continuity and disaster
recovery plans as often as reasonably possible, no less than once per year
and as frequent as four times per year.

3. The best way to create your first BCP/DRP is to think up a list of "What if"
scenarios. You can make this fun and interesting for your IT fellows by asking
them to come up with a list that's at least 10 times longer than my sample list
that follows.

4. {2YS 2F GKS (GSai0a e2dz aKz2dz R LISNJF?2
scenarios: a) power outage, b) phone outage, c) network outage, d) bird flu
outbreak, e) natural disaster (flood, earthquake, etc.)

5. 1I'msure you can think of other problems that might disrupt your
organization. Write these all down. In the COBIT and 1S027001/17799
models, you'll find a wealth of BCP and
DRP planning information.



CONTROL ACCESS TO YOUR NETWORK

RESOURCES

« Can you answer the three most critical questions
about your own Network Security:

— A: Who is on my network?
—-B: Can | Dblock those who

— C: Can | find and correct hidden flaws and weaknesses
my most important network assets?

These are the ABC’' s of



CONTROL ACCESS TO YOUR NETWORK

RESOURCES ss: 0

e Detect and Track Assets

 Laptops in and out of the office
— Personal computer or Company asset?
— Firewall, Antivirus, Antispyware, Patches up to date?
— Inbound scan for CVEsigh risk? then quarantine.
* Wireless Routers/LANs
— How many in the building? Encrypted? Authenticated?

e Servers and other equipment
— Something new on the LAN? Who owns it?
— Something offline repeatedly? Why?



CONTROL ACCESS TO YOUR NETWORK

RESOURCES ss: 0

e Alert and Block Against Untrusted Assets

Vd
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« “ H o thérnetports

[P and MAC spoofing

* VoiPPhone ports

e Wireless Routers

Peer attacks on Hubs

MalwarePropogation

USB, IR, Wireless and other Data leakage Ports
PDAs coming and going onto your LAN



ASSUME YOU ARE ALREADY INFECTED

AND BEING HACKED

1. There are over 30,000 ZEfRCAY ex pl ol t s 1 n
zero day exploits)

2. Some of them arrive via USB port and other creative means
(fake AVS, speci al ‘video’

3. One Iin particular has helped three locations in China contro
‘ghost net’ (googl e news:

4. If you think your antvirus software really works, you are in b
trouble.

501't’s time to think out of t
Hostbased Intrusion Prevention (HIPS) from lesser known
vendors who are cutting edge. The best HIPS needs no
sighatures, it uses heuristics to detect and block malware
BEFORE it can infect you. (google: HIPS and Sandbox)



WRAPUP

1. ROLL OUT CORPORATE SECURITY POLICIES

et

DELIVER CORPORATE SECURITY AWARENESS
AND TRAINING

RUN FREQUENT INFORMATION SECURITY SELF-ASSESSMENTS
PERFORM REGULATORY COMPLIANCE SELF-ASSESSMENTS
DEPLOY CORPORATE WIDE ENCRYPTION

> U W

VALUE, PROTECT, TRACK AND MANAGE ALL
CORPORATE ASSETS

7. TEST BUSINESS CONTINUITY AND DISASTER
RECOVERY PLANNING (BCP/DRP)

8. CONTROL ACCESS TO YOUR NETWORK RESOURCES
9. ASSUME YOU ARE ALREADY INFECTED AND BEING HACKED



FOR MORE INFORMATION

1. TRY OUT MY NEW FREESCAN TOOL AT:

http://www.netclarity.net

2. PLEASE JOIN THE FREE TECHTIPS AT:

http://www.naisg.org

3. PLEASE EMAIL ME AT:

garym@netclarity.net

if you need additional information.


http://www.netclarity.net/
http://www.naisg.org/
mailto:garym@netclarity.net
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Major Problem in Banking
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« Do you know who is on your Bank network at all hours?
* Is your database server secure and in GLBA compliance?
« (Can you totally control network access with the click of a mouse?

 If your cleaning company or a guest visitor plugs in a laptop or rogu
wireless device could you detect and block access instantly?

« If the Bank CEO laptop returns with high risk vulnerabilities ordayo
malware could you catch lteforeit infects your network?

Most Ethernet ports can be accessed without your knowledge.



NetClarity Solution

» Patented NACwall Appliances
— Deployed in 40 Countries

— Trusted by Governments, Central Banks, Some of the Large
Banks in the World, Retallers, Insurance, Healthcare and
Education Customers

— Award winning, Low Cost, Plagd-play

— Command Center to Centrally Manage up to 100,000 Remot
Locations




